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Data privacy notice to clients 



 

MHME_PDPP_V01.01 07022025  2 | 5 

Data protection under the ADGM Data Protection Regulations 2021 (“DP Law”). Marcuard Heritage (Middle East) 

Limited (“the Firm”, “us”, “we”), as a Data Controller, has an obligation under DP Law to inform data subjects of their 

rights in relation to data held about them. We are committed to safeguarding and processing Personal Data in line with 

applicable privacy and DP Law. As part of our commitment to protect your Personal Data in a transparent manner, we 

want to inform you: 

▪ why and how the Firm collects, treats, and stores your Personal Data;  

▪ the legal basis on which your Personal Data is processed; and  

▪ what your rights and our obligations are in relation to such processing. 

1 What does this privacy notice cover? 

This notice applies to all forms of use of Personal Data (referred to as “processing”) by the Firm in the ADGM. 

2 How do we get your information? 

We collect your information in different ways, specifically:  

▪ Information you give to us. This covers data given by you as well as data provided by people linked to your business 
service or people working on your behalf.  

▪ Form third party companies. 

3 What information do we hold about you? 

Depending on the service that we provide to you, we collect Personal Data about you including: 

▪ Personal details (e.g. name, date of birth or other identification information);  
▪ Identification data and authentication data (e.g. passports, Emirates ID or other government issued ID numbers, 

sample signature, photographs); 
▪ Contact details (e.g. phone number, email address, postal address or mobile number);  
▪ Financial information (e.g. bank account number, credit or debit card numbers, financial history);  
▪ Data obtained during the fulfillment of our contractual obligations; 
▪ Information about a client's or a Data Subject's financial situation e.g. source of assets, source of wealth, tax 

residency; 
▪ Family information (spouses, children, etc); 
▪ where relevant, professional information about you, such as your job title and work experience; 
▪ Data related to designation as a Politically Exposed Person (PEP); 
▪ Data from interactions with us together with documentation data e.g., file notes or meeting minutes; 
▪ Marketing and sales data; 
▪ your knowledge of and experience in investment matters; 
▪ in some cases (where permitted by law), special categories of Personal Data, such as your political opinions or 

affiliations, religious or philosophical beliefs, and, to the extent legally possible, information relating to criminal 

convictions or offences. 

4 Purpose of Processing 

We will always process your Personal Data for a specific reason and only process Personal Data which is relevant to 

achieve that purpose. We process Personal Data for the following purposes: 

▪ Client Onboarding.  

▪ Client Relation management.  

▪ To undertake checks for the purposes of security, detecting and preventing fraud and money laundering, and to 

verify your identity before we provide services to you. These checks may reveal political opinions or information 

about criminal convictions or offences. 

▪ To comply with regulatory and legal obligations to which we are subject and cooperate with regulators and law 

enforcement bodies. 

▪ To prevent and detect fraud, money laundering and other crimes (such as identity theft). 
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5 What do we use your information for and what is the legal basis for doing so? 

5.1 Legal basis for Processing 

The Firm processes Personal Data in accordance with ADGM Laws and Regulations. We are not permitted to process 

Personal Data if we do not have valid legal grounds. Accordingly, we will only process your Personal Data if one of the 

following legal basis applies: 

▪ To allow us to perform our contractual obligations towards you or take pre-contractual steps at your request; 

▪ To allow us to comply with our legal or regulatory obligations, for example obtaining proof of identification to meet 

our AML obligations;  

▪ To allow us to protect the vital interests of the relevant individual or of another natural person; 

▪ Necessary for the legitimate interests of the firm, without unduly affecting your interests or fundamental rights and 

freedoms and to the extent such Personal Data is strictly necessary for the intended purpose; 

▪ Where we have your consent to do so. 

Where required, we process your data beyond the actual fulfillment of the contract for the purposes of the legitimate 

interests pursued by us or a third party such as: 

▪ Consulting with third party data providers; 

▪ Reviewing and optimizing procedures for needs assessment for the purpose of direct client discussions; 

▪ Marketing unless you have objected to the use of your data; 

▪ Obtaining personal data from publicly available sources; 

▪ Measures for business management and further development of services and products; 

▪ Risk and compliance control; 

▪ Regulatory matters and reporting; 

▪ IT security and IT operation; 

▪ Prevention and investigation of crimes; 

▪ Measures to protect our premises to keep out trespassers and to provide site security (e.g., access controls). 

5.2 Your obligations 

In the context of our relationship, you must provide all Personal Data that is required for accepting and carrying out a 

business relationship and fulfilling the accompanying contractual obligations or that we are legally obliged to collect.  

In particular, anti-money laundering regulations require us to identify you on the basis of your identification documents 

before establishing a business relationship and to collect and put on record information which may include name, place 

and date of birth, nationality, address and identification details for this purpose. 

In order for us to be able to comply with these statutory obligations, you must provide us with the necessary information 

and documents in accordance with applicable anti-money laundering regulations, and to immediately disclose any 

changes over the course of our relationship. If you do not provide us with the necessary information and documents. 

Where the Personal Data we collect from you is needed to comply with our legal or regulatory obligations or enter into 

an agreement with you, if we cannot collect this Personal Data there is a possibility we may be unable to onboard you 

as a client or provide our services to you (in which case we will inform you accordingly). 

5.3 Your consent 

If you have granted us consent in accordance with the ADGM regulations to process your personal data for certain 

purposes, this processing is legal on the basis of your consent. Consent given can be withdrawn at any time by 

notifying us using the contact methods set out under the paragraph 13. Withdrawal of consent does not affect the 

legality of data processed prior to the withdrawal. 

6 How data is processed 

Personal data is processed both manually and electronically in accordance with the above-mentioned purposes and, in 

any case, in order to guarantee data security and data confidentiality in compliance with current regulations. Our 

Employees and Third-Party processors can access your data. Our Employees and Third-Party processors are 

appropriately designated and trained to process data only according to the instructions we provide them. All the data will 

be processed for the duration of this contract and subsequently for the fulfillment of legal obligations. 
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7 Who has access to Personal Data and who does it get shared with? 

7.1 Outside the firm 

To the extent permitted under applicable law, we may also transfer Personal Data to Third-Parties outside the Firm, 

such as: 

▪ Authorities, e.g. regulators, enforcement or exchange body or courts or party to proceedings where we are required 

to disclose information by applicable law or regulation or at their request, or to safeguard our legitimate interests; 

▪ Other financial service institutions or comparable institutions in order to carry out services required by you. 

▪ To third parties for the purpose of ensuring that we can meet the requirements of applicable law, contractual 

provisions, market practices and compliance standards in connection with services we provide to you. 

▪ To a natural or legal person, public authority, agency or body for which you have given us your consent to transfer 

personal data to or for which you have released us from banking confidentiality. 

▪ To service providers and agents such as IT services, logistics, printing services, telecommunications, collection, 

advice and consulting, and sales and marketing. 

We have implemented appropriate organizational and technical safeguards to protect Personal Data for which we act 

as data controller or processor, including when disclosing such data to third parties or group entities. 

7.2 Data transfers to other countries 

Your Personal Data may in some cases be processed outside the ADGM. We will only transfer Personal Data outside 

ADGM, provided: 

▪ The third countries which are considered by the ADGM Commissioner of Data Protection as a jurisdiction providing 

adequate level of Data Protection;  

▪ In the absence such legislation that provides adequate protection, based on appropriate suitable safeguards (e.g. 

standard data protection contractual clauses and enforceable data subject rights or statutory exemption provided 

by local applicable law); or 

▪ You have explicitly consented to the proposed transfer 

Please contact us if you would like to request to see a copy of the specific safeguards applied to the processing of your 

information. 

8 Data retention 

We will process and store clients and Data Subjects Personal Data for as long as it is necessary to fulfill the purpose 

for which it was collected to comply with legal, regulatory or internal policy requirements.  

We will only retain information that enables us to: 

▪ Maintain business records for analysis and/or audit purposes  

▪ Comply with record retention requirements under the law (for example, as required under legislation concerning the 

prevention, detection and investigation of money laundering and terrorist financing) 

▪ Defend or bring any existing or potential legal claims 

▪ Deal with any future complaints regarding the services we have delivered 

▪ Assist with fraud monitoring 

▪ Legal Hold requirements 

9 Your rights 

We always aim to use our Personal Data in a way that is fair to you. You have a legal right to: 

▪ Request a copy of the personal data we hold about you.  

▪ Inform us to correct or rectify any inaccuracy in the data we hold about you.  

▪ Exercise your right to restrict use of your Personal Data;  

▪ Exercise your right to erase your Personal Data;  

▪ Withdraw your consent where the firm obtained your consent to process Personal Data 

▪ Object to decisions based solely on automated processing including profiling 

In addition to the above rights, you have the right to object at any time to: 
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▪ the processing of your personal data to the extent permitted 

▪ for direct marketing purposes, and profiling to the extent related to direct marketing 

▪ where your personal data being disclosed to third parties for the purposes of direct marketing. 

Your right to exercise these rights are not absolute. They will depend on a number of factors and in some instances, we 

will not be able to comply with your request as exemptions may be engaged. We will usually, in response to a request, 

ask you to verify your identity and/or provide information that helps us to understand your request better. If we do not 

comply with your request, we will explain why. 

10 Extent of automated decision making 

In establishing and carrying out a business relationship, we generally do not use any fully automated decision-making. 

If we use this procedure in individual cases, we will inform you of this separately, provided it is a legal requirement to 

inform you. You have a right to object in certain instances where a decision is taken by us based only on automated 

decision making and to require such decision to be reviewed manually. 

11 Profiling 

We process some of your data automatically, with the goal of assessing certain personal aspects (profiling). For 

example, we use profiling for compliance with legal and regulatory requirements particularly, where we are required to 

combat money laundering, terrorism financing, fraud, and assess risk and offences that pose a danger to us, our 

clients, or the wider community at large. 

12 Exercising your right 

Please send your request using the attached form to: 

13 Contact details 

If you feel that we have not complied with applicable data protection and privacy rules, please let us know and we 

investigate your concern. Please raise any concerns by contacting the Data Protection Office,  

Address: Marcuard Heritage (Middle East) Limited, Sky Tower, 23rd Floor 2330, Al Reem Island, Abu Dhabi 

E-mail: victor@jawanpartners.com 

If you feel that we have not complied with applicable data protection and privacy rules, you may lodge a complaint with 

the Competent Authority. 

14 Changes to the privacy notice 

This notice explains how the Firm handles your Personal Data and your rights under the DP Law, rather a document 

that binds the Firm or any other party contractually. A copy of this privacy notice can be requested from us using the 

contact details set out above. We may modify or update this privacy notice from time to time. 

Where changes to this privacy notice will have a fundamental impact on the nature of the processing or otherwise have 

a substantial impact on you, we will give you sufficient advance notice. 

4 
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 According to the Data Protection Regulations 2021, the data subject shall have to the following subject to: (i) right to 

withdraw consent; (ii) right of subject access; (iii) right to rectification of inaccurate Personal Data; (iv) right to erasure of 

Personal Data; (v) right to restrict processing; (vi) right to object to processing; (vii) right to data portability; and (viii) right 

not to be subject to automated decision-making (including profiling) 

If you wish to make a Subject Access Request, please complete this form carefully and follow the instructions regarding the 

provision of proof of identity and details of how to return the form the firm. 

The purpose of this form is to ensure that all necessary information to complete your Subject Access Request is provided to 

form.  

You will not usually need to pay a fee to access your personal data. However, if your request is unfounded or excessive, we 

may charge a reasonable fee for complying with your request, or we may refuse to comply. 

For further information, please visit (Link) 

Please Specify: 

☐ I am firm’s employee 

☐ I am firm’s former employee 

☐ I am a firm’s Client 

☐ I am a firm’s Client  

☐ Other (Please specify below) 

 

 Section 1 Details for whom the request applies (Data Subject)  

  The Contracting Party herewith grants a Right of Information (RoI) to the RoI-holder(s) indicated as below. The 

RoI-holder(s) has/have the right to request in writing (incl. e-mail) or by phone from Marcuard Heritage AG any 

type of information (e.g. account/portfolio balances, investment reporting, KYC-information, marketing 

material, etc.) in relation to the business relationship(s) indicated in the Appendix. The RoI-holder(s), however, 

is/are not authorized to execute any transfer or investment orders or to terminate a business relationship with 

Marcuard Heritage AG on behalf of the Contracting Party. 

Marcuard Heritage AG’s General Terms and Conditions form an integral part of this Agreement. 

 

 

Title   
 

 
 

 
 

 
   

 

Last Name  First Name 
 

 
 

 
 

 
   

 

Nationality  Date of birth 
 

 
 

 
 

 
   

 

Place of birth (Town, country)  Current Address (Not a PO Box) 
 

 
 

 
 

 
   

  

Marcuard Heritage (Middle East) Limited  
Data subject rights request form) 

https://marcuardheritage.com/legal-notices/
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Telephone number  Email Address 
 

 
 

 
 

 
   

 

   
 

 Section 2 Requestor’s Details  

  Are you making this request on behalf of someone else?   Yes ☐   No ☐   

If you answered “No” please go straight to section 3. Otherwise, please provide the following: 

 

 

Title   
 

 
 

 
 

 
   

 

Last Name  First Name 
 

 
 

 
 

 
   

 

Address (Not a PO Box)  Telephone number 
 

 
 

 
 

 
   

 

Email address  Company/Firm 
 

 
 

 
 

 
   

 

   
 

 Section 3 Scope of Request  

  ☐ My Personal Data is incorrect and it needs to be corrected 

☐ I would like to have information about how my personal data is being processed and the rationale   for 

processing  

☐ I would like a copy of my Personal Data that is being processed  

☐ I wish to contest an automated decision  

☐ I would like to request for my data to be deleted (where applicable)  

☐ Other (please specify below) 

Please provide further information regarding your request scope: 

Please provide as much detail as you can about the Personal Data you are requesting to help us locate and 

provide you as soon as possible (continuing a separate sheet if necessary):  

 

  Text  
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 Section 4 Proof of Identity  

  In order to prove the Data Subject’s identity, we need to see copies of two pieces of identification, one from list 

A and one from list B below. Please indicate which ones you are supplying. Please do not send originals. 

In addition, if you are acting on the Data Subject’s behalf, we also need to see evidence of your identity. Please 

send us two pieces of identification, one from list A and one from list B below. 

 

  List A (one from below)  

Passport  

Photo driving licence  

National Identity Card 

List B (plus one from below)  

Utility bill showing current home address  

Bank statement 

 

 Section 5 Provision of Information  

  Please confirm the format you wish to receive the information by specifying below. If a preference is not 

chosen the most appropriate format will be selected by the firm. 

 

  Details Paper Electronic  

Photocopy or Printout  

Paper: Sent via mail  

Electronic Sent via email  

  

Photocopy or Printout collection 

from Firm’s Office  

  

 

 

 

Email address (If applicable)   
 

 
 

 
 

 
   

 

   
 

 Section 6 Declaration  

  The information which I have supplied in this application is correct, and I am the person to whom it relates. I 

understand that the firm may need to obtain further information from me/my representative in order to comply 

with this request. 

I confirm that I have an authority to make this request 

 

 

Print Name  Company Name (if relevant) 
 

 
 

 
 

 
   

 

Date of Request   
 

 
 

 
 

 
   

 

Signature   
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  Authority to release information to representative  

  I confirm that I, the Data Subject, agree that the requested right referred in section 3 may be exercised by the 

requester referred in section 2 and disclosed to this party (if applicable). I, the Data Subject, I am aware of my 

rights under the Data Protection Law. 

 

 

Print Name  Company Name (if relevant) 
 

 
 

 
 

 
   

 

Date of Request   
 

 
 

 
 

 
   

 

Signature   
 

 
 

 

 
 

   

 

   
 

  Please make sure you have:  

  ☐ Completed this form  

☐ Signed the declaration 

☐ Proof of identity, such as a copy of your passport or a copy of your national identity card  

The completed form along with relevant supporting documents can be emailed to:  

Alternatively, please post or deliver the form and supporting documents to: 

The Data Protection Officer 

Firm Name: Victor Adiamah   

Address: Marcuard Heritage (Middle East) Limited, Sky Tower 2330, Abu Dhabi 

Email: victor@jawanpartners.com 
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